INFORMATION THAT MIGHT COME IN THE EXAM

1. What are types of Reconstruction?
· Functional Analysis
· Relational Analysis
· Timeline Analysis

· Gain insight of offender’s intent and motives
· Identify relationships between suspects, victim and crime scene
· Time and sequence of events
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Vulnerability Assessment Tools

Tool Type Implement To

Vulnerability scanner
Port scanner

Protocol analyzer
/packet sniffer

Fingerprinting tools

Network enumerator

Password cracker

Backup utilities

Assess systems, networks, and apps for weaknesses.
Assess current state of all ports on a network.

Assess traffic and what it reveals about contents and protocols
being used.

Identify a target's OS information and running services.

Map logical structure of network and identify rogue systems.

Recover secret passwords from stored or transmitted data.

Create copies of scanned data.
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Account Management Practices

Standard naming conventions.

Account maintenance

Onboarding/offboarding

Access recertification

Usage auditing/logfile analysis

Role Based Access Control (RBAC)

Location-based policies

Time-of-day restrictions

Reduce confusion by naming accounts consistently.
Refrain rom using nicknames or anonymous user names.

You will need to modifyor remove accounts.
Havea plan i place to avoid missing necessary changes.

New employees should have new accounts n a timely manner.
Terminated employee accounts should be removed as s00nas possibe.

Perform regular permissions audits touphold east priviege.
Can help you identiy whataccounts need modifcation.

You should also monitor how accounts are used.

Can help you spot malicous behavior

Place users nto groups or easier management.
Helps you understand each user'sjob function.

Restrict physicaland virtuallocations from which users gan access.
Can help mitgate remote attacks from unknown sources.

‘Attackers may gain access during off-hours to avoid detection.
Restrict access to only when the employee is working.




